© Infrastructure Specification: Al-Powered Accident Reporting
Platform

anasatiuliagilaseasna Infrastructure dnsuszuundamngnidudoasas (POC) Midurnulaansia

Fagamamsiinsiadaya uwazmsrnuuuy Event-driven Microservices

1. High-Level Architecture Overview

sruulflaseasranuu Microservices wiauanmssau (Workload) wazanusuinvauaanaindu laadl

Proxy Gateway \{lugagudnardlumssnmsanuilaansanaunszaeanuniu Message Broker

2. Infrastructure Components (Tech Stack)

A. Frontend Layer (Next.js)

+ Next.js (App Router): 151{lu Base Framework & wsunnwiiiniu

* Subdomains:
e app.yourdomain.com : &su User udawe (1wiu PWA/LIFF)
e rescue.yourdomain.com : fnsuamaisia (Map & Real-time alerts)
e admin.yourdomain.com : §115uU Admin (Management & Logs)

e Styling: Tailwind CSS + ShadcnUI

* Validation: Zod (Shared Schema)

B. Gateway & Authentication (ElysiaJS)

 Proxy Server: rhntifiiflu Reverse Proxy uas Authentication Guard
e Auth Mechanism:

* Encryption: AES-256-GCM (iainilndayalu Payload)

« Signature: Ed25519 (Asymmetric Key tiiafiusunnaafian)

* Rate Limiting: flasfiumsauduudamnaay

C. Core Microservices (Internal)
1. Reporting Service: 9nnsmssudayaudas Win Lwaz Metadata
2. Al Analysis Worker: * Consumer 5414210 RabbitMQ
e ausaiu OpenRouter (Atrs1erigunwaniiu GPT-40/Claude 3.5)
3. Socket Service: $nms WebSockets wuusiuguel tiva Push Taya Real-time

4. Storage Service: 9aN15Ms Upload/Download fiu MinlO (Self-hosted S3)

D. Data & Middleware Layer

e Database: MongoDB (1fiutiaya Report waz Al Analytics)



* Message Broker: RabbitMQ (fnarasuauaiuszring Service)
e Cache: Dragonfly (9mns Session waz WebSocket state)

e Logging: Axiom (Centralized Log Management)

3. Data Flow & Al Processing

v
.

tumaumsiingu (Lifecycle of a Report)

1. User Submission: User d4iifin + 5w -> siunsmsiaaay Auth f Proxy -> vhg Reporting

Service
2. Image Upload: sunwgnifiuliA MinlO wazasha Metadata fu MongoDB

3. Queue Injection: Reporting Service s Message Li{uTu RabbitMQ (Queue:

incident _analyze )

4. Al Analysis: Al Worker Aunuliliszanawariu OpenRouter Tagduginmwiiiiasizianuguuss

(Severity) wasdszinnadfimg

5. User Confirmation: wadwso1n Al gnaandum User sy WebSocket iiialvinafiusiy

(Confirm) daya

6. Emergency Dispatch: \flafiusiu szuuazudafiaulldeminadiafadindiAaetud
4. Security & Encryption Strategy
Ay Emsunilasdaya
Authentication Token  {hs#a AES-256-GCM wazifutage EADSA (Private Key)
Sensitive Data (DB) daya Pll Tu MongoDB 15u twaslns azgnidhsiauuu AES (Field-level)
Object Storage sunwuy MinlO iuwuu Private faithfiasu Pre-signed URL ity
Internal Traffic msFaassening Microservices thluaa Network Tlm (Docker Network)
Logging Axiom @zifiu Correlation-ID ial#anansa Trace tayaldusios Mask tayasAely

5. Deployment Recommendation (POC)

fnsumasnaaautiausn (POC) wueihl¥lE Docker Compose uu Dedicated Server (Ubuntu):
« uan Container &msuilsiaz Microservice tvannudass
+ 18 Nginx i3a Caddy flusunthdnns SSL Certificate

o hwum Resource Limit 1y Al Worker tivalail#fiu CPU vasszuunanifiadi Traffic whansiuiu
30

6. Monitoring (Axiom Integration)



szuuora Log wuu Structured JSON Tufi Axiom aii:

level :info, error, critical
service : Ba service fidv log
correlation_id : ID Us¢91 Request tiwaiamun1sTiauiiu Service

payload : fayafifiendaa (lnasintayaduaanial)



